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Module One: Getting Started 

The cloud has become a vital component for business as technology 

becomes embedded in modern life. Every leader needs to understand 

the cloud and how it operates, as well as the potential dangers and 

pitfalls associated with cloud computing. Knowledgeable monitoring and 

maintenance can be the difference between the success and failure of 

this technology’s use. 

 

 

 

 

Workshop Objectives 

Research has consistently demonstrated that when clear goals are associated with 

learning, it occurs more easily and rapidly. With that in mind, let’s review our goals 

for today.  

At the end of this workshop, participants should be able to: 

• Understand what the Cloud is  

• Recognize risks and benefits   

• Communicate effectively 

• Employ business processes 

• Monitor performance 

  

The beginning is always today. 

Mary Wollstonecraft 
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Pre-Assignment 

Complete this worksheet before the class begins. Make note of what you hope to learn or 

goals you want to address after the class.  

 

1.) How do you feel about the Cloud?  

____________________________________________________________________________ 

____________________________________________________________________________ 

____________________________________________________________________________ 

 

2.) List some risks and benefits of the Cloud. 

____________________________________________________________________________ 

____________________________________________________________________________ 

____________________________________________________________________________ 

 

3.) What are some ways in which a workplace can benefit from the Cloud? 

____________________________________________________________________________ 

____________________________________________________________________________ 

____________________________________________________________________________ 

 

4.) What do you hope to take away from this course? 

_______________________________________ 

____________________________________________________________________________ 

____________________________________________________________________________ 

____________________________________________________________________________ 
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Pre-Test 

1. What is an Exabyte? 

a) One billion gigabytes 

b) One million gigabytes 

c) One thousand gigabytes 

d) Unknown 

2. What is a cloud option? 

a) Public 

b) Private 

c) Hybrid 

d) All of the above 

 

3. What is a con associated with SaaS? 

a) Security breaches 

b) Vendor support 

c) Offering changes 

d) All of the above 

4. What is the most popular cloud model? 

a) IaaS 

b) PaaS 

c) SaaS 

d) None of the above 

 
5. What is the risk of the data center maintenance? 

a) Out of date applications 

b) Security 

c) Out of date tasks 

d) Poor management 

6. What determines the cost of a data center? 

a) Size 

b) Location 

c) Purpose 

d) All of the above 
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7. What is a good starting point for addressing risks? 

a) Prioritization 

b) Contact providers 

c) Risk assessment 

d) None of the above 

8. How many levels of risk does ENISA define? 

a) 5 

b) 8 

c) 7 

d) 4 

 
9. What uses a single key? 

a) Encryption 

b) Symmetric 

c) Asymmetric 

d) All of the above 

10. How many key bits does the NIST recommend? 

a) 150 

b) 125 

c) 675 

d) 75 

 

11. What is the main part of device management? 

a) Analytics 

b) MDM 

c) Centralization 

d) Updates 

12. What are uncommon devices that companies use? 

a) Watches 

b) Glasses 

c) Phones 

d) A & B 
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13. What is Not an SOA model? 

a) Resource oriented 

b) Event driven 

c) A & B 

d) Method oriented 

14. What is SOA architecture for? 

a) Cloud 

b) SaaS 

c) A & B 

d) Software apps 

 

15. When is vertical scaling used? 

a) Under-performance 

b) New resources are added 

c) In distributed architecture 

d) All of the above 

16. What uses distributed architecture? 

a) Vertical scaling 

b) Horizontal scaling 

c) A & B 

d) None of the above 

 
17. Where should best practices begin? 

a) Integration 

b) Data management 

c) Infrastructure 

d) None of the above 

18. What is does governance review for? 

a) Efficacy 

b) Protocols 

c) Security 

d) A & C 
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19. What is necessary to include in your governance body? 

a) Goals 

b) Specific KPIs 

c) People who understand the cloud 

d) Anyone 

20. What does EA governance cover? 

a) Framework 

b) Architecture 

c) Optimization 

d) Alignment 
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Action Plan Form 

MODULE GOAL SPECIFIC? MEASURABLE? ACHIEVABLE? RELEVANT? TIMED? NEXT STEPS 

ONE        

TWO        

THREE        

FOUR        

FIVE        

SIX        

SEVEN        

EIGHT        

NINE        

TEN        

ELEVEN        

TWELVE        
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Evaluation Form 

Workshop Title: 

_____________________ Date: _____________________ 

Workshop Instructor: 

_____________________ 

   

Please rate the following items on a scale of one to ten, with one being abysmal, five being acceptable, 

and ten being perfect. 

WORKSHOP ROOM 1 2 3 4 5 6 7 8 9 10 

Comments: 

WORKSHOP FACILITIES 1 2 3 4 5 6 7 8 9 10 

Comments: 

INSTRUCTOR KNOWLEDGE 1 2 3 4 5 6 7 8 9 10 

Comments:  

INTERACTIVITY OF 

WORKSHOP 

1 2 3 4 5 6 7 8 9 10 

Comments: 

 

Would you recommend this course to others? Why or why not? 

 

Other thoughts you would like to share? 
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Module Two: The Cloud 

While “the cloud” has become a part of our everyday vocabulary, 

many people do not fully understand what it is, or how it works. A 

working definition of the cloud and its uses, is essential for the 

success of its implementation. Anyone who works with the cloud 

should also be aware of different trends surrounding the process.  

With a clear understanding of the cloud, you will be able to make 

the best decisions for your customers and your business. 

 

Definition 

There is no such thing as a physical cloud. In reality, it is a network of servers that are 

used to share, store, and track data. The information is on the different servers, which 

makes sharing easier and provides you with a backup if something should happen to your 

hard drive. There are different cloud services available, both public and private. Many 

companies choose the hybrid option, which combines cloud servers with internal data 

storage.  

The exact size of the cloud is not known, but there are some estimates that it is an Exabyte or one billion 

gigabytes. 

 

 

History 

The idea of the cloud began with early computers in the 1950s. During this time, 

computers were massive and expensive. The personal computer was a dream. 

Different users shared the computer at assigned times to access the same data. 

The idea of data sharing advanced in 1969. 

J.C.R. Licklider developed ARPANET or the Advanced Research Projects Agency 

Network before 1970, attempting to make information and programs available across the globe. With 

the growth of the internet, Licklider’s idea became more accessible. In the 1990s, the term “cloud 

Cloud is about how you do computing, not 

where you do computing.   

       

   Paul Maritz 
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computing” was coined by Ramnath Chellappa. The bandwidth was finally able to make sharing software 

and applications online possible. The cloud has continued to evolve to include the different models, 

which we will discuss later in the manual. 

 

 

Current Uses 

There are different uses for the cloud. The average user will use it with social 

media and other applications. However, there are a few basic reasons why 

businesses will use the cloud. 

 

Common Uses: 

 

Other uses for the cloud include: Customer Relationship Management, E-commerce, and Testing and 

Developing software. The organization’s functions and needs will determine the uses of the Cloud.  

 

 

Trends 

Like any other technological advancement, there are ever-changing 

developments and trends with the cloud. There are several noticeable 

Storage – The cost of storage is much cheaper than 
maintaining onsite storage.

Backup – Remote backup solves the problem of hard drive 
crashes and lost flash drives. 

Disaster recovery – The data is safe when the site is not.

Planning – Analytics help establish planning and growth.
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trends in cloud computing. These trends may change over time, so pay attention to what is going on 

around you.  

Current Trends: 

• Users are implementing multiple cloud services 

• Hybrid use of public and private clouds are popular 

• Most organizations keep work in the cloud 

• There is an increase in IT centralization  

• Focus on the cost and wasted spending 

• Amazon Web Service, AWS, rules the world of cloud hosting 

These are just a few common trends. There is more complex and in-depth information that you can 

examine, if necessary. 

 

 

Practical Illustration 

Cameron was not ready to use the cloud for his catering business. He did 

not trust using outside networks, and he believed he lacked the 

knowledge to use a private one. His manager, Samantha, urged him to 

reconsider. During storm season, a tornado damaged the main building. 

The computer system was damaged beyond repair, and the Cameron lost 

most of his records. Even the outside drive was lost. Samantha managed 

to find some of the data, but the client list was lost.  
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Module Two: Review Questions 

1. What is an Exabyte? 

a) One billion gigabytes 

b) One million gigabytes 

c) One thousand gigabytes 

d) Unknown 

2. What is a cloud option? 

a) Public 

b) Private 

c) Hybrid 

d) All of the above 

3. What did Licklider develop? 

a) Cloud 

b) ARPANET 

c) A & B 

d) None of the above 

4. When was the term cloud computing coined? 

a) 1970s 

b) 1950s 

c) Unknown 

d) 1990s 

 

5) What will determine the uses of the cloud in a business? 

 

a) Functions 

b) Needs 

c) A & B 

d) Unknown 

 

6) What is typically true about storage in the cloud? 

 

a) Cheaper 

b) More expensive 

c) More secure 

d) None of the above 
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7) What is true of trends?   

a) They are consistent 

b) They change 

c) They can be ignored 

d) All of the above 

8) What is the leading cloud service? 

a) Amazon 

b) AWS 

c) A & B 

d) None of the above 

 

9) From the Practical Illustration what damaged the computer? 

a) Water 

b) Storm 

c) Tornado 

d) A & C 

10) From the Practical Illustration what data was lost? 

a) All 

b) None 

c) 30 percent 

d) Client list 
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Module Three: Models for Business 

There are three basic models of cloud computing: Software 

as Service, Platform as Service, and Infrastructure as Service. 

Understanding these components, as well as other options 

available, will heavily influence your business and the 

models that you choose. Make sure to assess your 

organization carefully to make the best decision possible. 

 

 

 

Software as a Service  

Software as a Service is also called SaaS. This model is the most popular. It 

is a third-party vendor that provides applications that are accessed online. 

Some SaaS examples include Microsoft 360, Oracle, and Salesforce. There 

are some pros and cons to using SaaS. 

 

Pros: 

• Updates are automatic 

• Usage is scalable 

• Accessible from any location or device 

Cons: 

• Security breach possibilities 

• Vendors provide support 

• Changes offerings with little notice 

The convenience of SaaS is what contributes to its popularity.  

 

 

You have to have a business model you believe 

in and like. 

Brian L. Roberts 
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Platform as a Service 

Platform as a Service, or PaaS, allows the creation and development of software 
while third parties manage the hardware, programming, and databases. This 
option is beneficial for anyone who is interested in greater software control for 
testing apps. There are pros and cons to this option. 

 

Pros: 

• Automatic updates 

• Lower costs 

• Software and hardware will be compatible 

Cons: 

• Security risks 

• Being locked in to a software platform 

• Providers rely on AWS 

Apprenda, which works with Java, is an example of a PaaS.  

 

 

Infrastructure as a Service 

Infrastructure as a Service, or IaaS, is also called hardware as a service. This model 

provides the hardware, storage, and other components. The third party is 

responsible for maintaining the equipment, and payments are based on the 

usage. The possible IaaS models available are: public, private, and hybrid. There 

are several pros and cons to this choice. 

 

Pros: 

• Choice of configuration 

• Money saved on IT costs of cloud 

• IT can focus on in-house operations 

Cons: 

• Vendor can access information in public or hybrid option 



 

Page 22 

• Internet connection is necessary 

• Virtualization is necessary 

• Limited customization and privacy 

AWS is an Infrastructure as a Service. 

 

 

Other Options 

There are other models available besides the top three. We will give a brief 

description of three of these.  

 

 

 

• Security as a Service (SECaaS) – Security is like a SaaS integrated through a subscription such as 

virus software.  

• Mobile Backend as a Service (MBaaS) – App creators connect with cloud providers using 

applied program interfaces and software development kits. This provides storage and better 

connection to customers. 

• Server less Computing – Similar to a Backend as a Service, this method is growing in popularity. 

The company manages the loading and execution of the application code and only executes 

when necessary, saving money.  

 

 

Practical Illustration 

River and Josh were busy working on finalizing the decisions for their business. 

River wanted to make the IT decisions as simple as possible. Josh wanted more 

control over their cloud models and argued for the platform as a service 

options for better security. River; however, did not think this was the best 

option for a clothing company. She said that they did not have the labor to 

take advantage of the option. She preferred easier options to run their 

company. They agreed to meet and present data to support their positions 

before moving forward with a decision.  
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Module Three: Review Questions 

1. What is a con associated with SaaS? 

a) Security breaches 

b) Vendor support 

c) Offering changes 

d) All of the above 

2. What is the most popular cloud model? 

a) IaaS 

b) PaaS 

c) SaaS 

d) None of the above 

3. What is the main reason why someone would choose the PaaS? 

a) Scalability 

b) Software control 

c) AWS 

d) All of the above 

4. What are the pros of PaaS? 

a) Automatic updates 
b) Lower costs 
c) Software and hardware will be compatible 
d) All of the above 

 
5. What is another term for IaaS? 

a) Infrastructure as a Service 

b) Infrastructure as a Server less 

c) Hardware as a Service 

d) A & C 

6. What does the IaaS include? 

a) Hardware 

b) Software 

c) Storage 

d) All of the above 
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7. What is an example of Security as a Service? 

a) AWS 

b) Virus software 

c) Apprenda 

d) Unknown 

8. In which of the following does the application code only execute when necessary? 

a) Server less Computing 

b) Security as a Server 

c) MBaaS 

d) All of the above 

 
9. What type of company was in the Practical Illustration? 

a) Clothing 

b) IT 

c) Sales 

d) Unknown 

10. From the Practical Illustration what did Josh want to use? 

a) IaaS 

b) PaaS 

c) IaaS 

d) All of the above 
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Module Four: Advantages 

Cloud computing has many advantages for businesses. The basic 

advantages of implementing the cloud in business are financial, 

labor, productivity, and simplicity. Taking the time to understand 

how the cloud provides different advantages will help you make 

the best decisions for your organization.   

 

 

 

Data Center Finances 

Traditional data centers can be much more expensive than the cloud, particularly for 

small or medium-sized businesses. The cost of data centers will vary based on the 

size, location, and purpose of the center. Much of a data center’s expenses are 

based on overhead, and other expenses that will typically cost more than using the 

cloud. 

 

Data Center Expenses: 

• HVAC 

• Taxes 

• Space 

• Power 

• Hardware and software 

• Disaster recovery 

• Networks 

Data centers also spend a large sum of money on the maintenance of infrastructure and applications 

that may need to be updated. Many companies find that they save when switching to cloud computing 

to serve as their data center. 

When you learn and choose to turn every 

disadvantage to your advantage, you become 

unbeatable. 

Kevin Abdulrahman 
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Labor Finances 

One of the largest savings that the cloud offers is through labor. Upgrades, 

maintenance, and administration that are taken care of in the cloud will reduce 

the time that local IT employees must spend on these aspects. With these tasks 

reduced, IT employees have the opportunity to focus on more important tasks, 

which will reduce overtime and extensive labor costs.  

Cloud computing that is automated has an even higher impact on labor. A test run by IBM reveals that 

automation reduced labor by 30 to 50 percent. Before reducing the labor force; however, it is important 

to understand each task of the data center and how it relates to the cloud.  

 

 

Productivity  

Although it is difficult to calculate, productivity is highly influenced by the cloud. The 

number of responsibilities that transfer to the cloud provides greater focus on money-

making projects. There are different ways that the cloud improves productivity: 

 

• Ease of connection – The cloud allows documents to be created and accessed through a 

common system. The connection of the workforce improves collaboration and that sharing of 

ideas. Productivity improves as these processes streamline. A Cisco study has shown that better 

collaboration can increase productivity by 400 percent. 

• Adaptability – Cloud computing will improve the flexibility of businesses, allowing them to 

change with the market.  

• Reliability – The cloud protects data in case of disaster. This protection allows work to continue 

with minimal interruption and maintain productivity.  

 

 

Ease of Use 

One of the great benefits to the cloud is its ease of use. The simplicity of the cloud 

makes it a particularly valuable asset for small businesses that do not focus on the 

tech industry. Employees who use the cloud do not need to have the strongest 

technical skills to be productive. The icons and hyperlinks look familiar, which makes 

navigating through the cloud a simple task for anyone with basic computer skills.  
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Additionally, the internet makes cloud data easier to access remotely. Data can be shared and worked 

on at various locations and through different devices. Leaders have the opportunity to travel for 

business while staying connected to the company, and employees can cooperate with each other on 

projects without having to be in the same location. 

 

 

Practical Illustration 

Tom was concerned about the security of using the cloud and relied on the 

traditional data center that the company always had. His IT director, Jane; 

however, wanted to increase the effectiveness of R&D, and believed that the 

cloud was their best option. She researched the cost differences and benefits and 

presented her case to Tom. Although he was impressed by the potential savings 

on labor, he was not sure that the security would be safe enough to warrant the 

shift. He did agree to do more research and further consider the idea.  
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Module Four: Review Questions 

1. What is the risk of the data center maintenance? 

a) Out of date applications 

b) Security 

c) Out of date tasks 

d) Poor management 

2. What determines the cost of a data center? 

a) Size 

b) Location 

c) Purpose 

d) All of the above 

3. What is done in the cloud that reduces labor? 

a) Upgrades 

b) Administration 

c) Maintenance 

d) All of the above 

4. What can reduce labor by 30%? 

a) Organization 

b) Automation 

c) Hybrid systems 

d) All of the above 

5. What does collaboration improve? 

a) Labor 

b) Understanding 

c) Productivity 

d) None of the above 

6. What aspect of the cloud helps companies change with the market?  

a) Adaptability 

b) Connection 

c) Reliability 

d) A & C 
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7. How does the cloud benefit small businesses that do not specialize in IT? 

a) Cost 

b) It does not 

c) Scalability 

d) Simplicity of use 

 
8. What is necessary to use the cloud? 

a) IT understanding 

b) Computer skills 

c) Data center 

d) None of the above 

9. What was Jane’s interest in the cloud? 

a) Decrease costs 

b) Improve labor 

c) Increase productivity 

d) Improve R & D 

10. What did impress Tom? 

a) Savings on labor 

b) R & D 

c) Security 

d) Nothing 

 

 

  



 

Page 30 

Module Five: Address Risks 

No action is without risk. Cloud computing does 

have inherent risks that should be addressed 

before it is implemented into any business. We 

have already looked at some of the risks 

associated with the cloud, but it is necessary to 

assess risks and prioritize any concerns. Once 

these steps are complete, you will be able to 

address these risks and focus on your success.  

 

 

Assessment 

There are different ways to assess the risks that are associated with 

implementing the cloud in a business. A basic risk assessment, however, is a 

good place to start. There are a few different risk categories. 

 

 

Risks and Categories: 

• Policies and Organization 

o Compliance 

o Governance loss 

o Cloud failure / termination 

o Business loss 

o Acquisition of provider 

o Being locked-in 

• Technical 

o Failure of isolation 

o Exhaustion of resources 

o Abuse of privilege 

o Compromised interfaces 

Take calculated risks. That is quite different 

from being rash. 

George S. Patton 
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o Leaked data 

o Data intercept 

o Data deleted ineffectively or not securely 

o EDOS (Economic Denial of Service) 

o DDoS (Distributed Denial of Service) 

o Encryption loss 

o Dangerous scans/probes 

o Environment and customer procedure conflicts 

o Service engine compromise 

• Legal  

o Electronic discovery and subpoena  

o Data protection 

o Management  

o Jurisdiction changes 

• Other 

o Breakdown of network 

o Network traffic modification 

o Impersonation attacks 

o Management of network 

o Operational log compromise 

o Escalation of privilege 

o Security log compromise 

o Equipment theft 

o Backups stolen or lost 

o Break-ins 

o Natural disasters 

Once you identify which risks affect your business, you will be able to use a risk matrix to determine the 
severity of the risk. There are different types of matrixes. The ENISA defines eight levels of risk. A simple 
matrix is below. 
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Example 

Li
ke

lih
o

o
d

 

Risks Low 1 – 
Acceptable 

Medium 2 – 
Reasonable  

High 3 – Not 
typically 
acceptable  

Severe 4 – 
Not 
acceptable  

Unlikely –
Improbable  

Low Medium Medium High 

Possible – 
Could occur 

Low Medium High Severe 

Probable – 
Will occur  

Medium High High Severe 

Severity 

 

 

Prioritize Concerns 

Once you identify the risks and assess the likelihood that they will occur, you 

will need to prioritize your concerns. These concerns will be different, 

depending on the organization and its needs. The main concerns for most 

organizations are security-based. It is important; however, not to forget about 

the basic activities, such as updates and patches. Prioritizing concerns requires 

the assistance of the entire company. The following steps will help you and your 

team accurately focus: 



 

Page 33 

 

The matrix in the previous section will help establish the top priorities or highest risks of each 

department when it comes to the cloud.  

 

 

Address Risks 

Once you have prioritized the risks of your organization, you need to take 

the necessary steps to address them, regardless of the method of cloud or 

data center that you use; most of the ways to address risks are the same. 

Before making a choice, you must communicate with your provider. You 

need to determine the following, and your level of control with each: 

• Control of passwords 

• Determine role-based access 

• Privileged user identification and support 

• Security of host data 

• Anti-virus software and other methods hosts use to protect information 

• Methods of testing the infrastructure  

• Compliance assurance 

Companies can also take steps to improve on-site risks. For example, train employees how to identify 

risky emails and IT to share when attacks occur. Finally, some organizations choose not to include 

certain information in cloud services.  

 

 

Have each department identify their risks

Prioritize the risks that are identified

Establish a plan to address the main concerns
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Focus on Success 

Once you have assessed the risks and made your decision, your team needs to be able 

to focus their success, which will help improve their buy-in to using the cloud. Pay 

attention to, and communicate wins with the rest of the team. Cloud successes that 

you need to address are: 

 

• Improvement in communication 

• Money saved 

• Increased productivity 

• Projects implemented/improved 

• Customer relationships 

Use various methods of communication to spotlight success. Do not just expect employees to gather 

information from reports.  

 

 

Practical Illustration  

Cathy was concerned about using the cloud for her catering business, but her 

partner, Ted, was convinced that the switch would be easier for their finances 

and allow them to focus on building their online business while focusing on 

customers. Cathy was hoping to expand the business so she decided to explore 

the topic if Ted would address her concerns. Ted decided to prepare for their 

meeting by performing a risk assessment and identifying their main concerns. He 

also reached out to different companies to assess how well they would meet the 

needs of their organization. 
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Module Five: Review Questions 

1. What is a good starting point for addressing risks? 

a) Prioritization 

b) Contact providers 

c) Risk assessment 

d) None of the above 

2. How many levels of risk does ENISA define? 

a) 5 

b) 8 

c) 7 

d) 4 

3. What is an example of a basic activity? 

a) Updates 

b) Patches 

c) Matrix 

d) A & B 

4. What is the main cloud concern for most organization? 

a) Security 

b) Updates 

c) Automation 

d) Finances 

5. What can organizations avoid to limit the risk? 

a) Train employees 

b) Share when attacks occur 

c) Include certain information 

d) All of the above 

6. What level of control must be determined for an assessment? 

a) Passwords 

b) Security 

c) Role-based access 

d) All of the above 
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7. What will improve employee buy-in? 

a) Control 

b) Focus on success 

c) Information 

d) All of the above 

 

8. What should help spotlight success? 

a) Methods of communication 

b) Trends 

c) Reports 

d) A & C 

 
9. What did Ted think the cloud would make easier? 

a) Finances 

b) Sales 

c) Catering business 

d) Unknown 

10. What did Cathy hope for? 

a) Increase R & D 

b) Expand business 

c) Decreased labor 

d) Unknown 
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Module Six: Security 

Security is one of the main concerns that people have when 

they face the decision of using cloud computing. 

Understanding the potential weaknesses of security as well 

as the potential for breaches and identity management will 

prepare users to make the best choices for their 

organization. While it is daunting to address the issues of 

security, knowledge will help establish the best strategies to 

keep data secure.  

 

Understand Weaknesses 

Cloud providers have security, but even secure networks are prone to weaknesses. 

There are different weaknesses that you should be mindful of when implementing cloud 

computing. Some of the more common weaknesses include: 

 

 

• Encryption – There are two types of encryption, which includes the asymmetric and symmetric 

methods. Encryption sends data through mathematical systems and uses decryption keys. 

Symmetric uses a single key, and asymmetric uses two keys, both public and private. Weak 

encryption will have a poor key length. NIST recommends key bits between 150 and 560. 

Additionally, encryption needs to be end-to-end. 

• Digital Signatures – Certifications and cryptography work together to ensure that a connecting 

site is secure with digital signatures. This requires an SSO or SSL. 

• Data Indexing – A central index is efficient, but anyone with index access will be able to reach 

content.  

• Decentralized Indexing – This indexing method removes a certain level of control from 

providers about the machines that are used. 

Security weakness will vary with the complexity of the systems you use and their purpose. Additionally, 

changes to the cloud will remove some weaknesses while revealing others. Always research the 

methods of cloud computing you will use and any currently recognized weaknesses.  

 

Distrust and caution are the parents of security. 

Benjamin Franklin 
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Breaches 

The greatest, and most well-known security threat that companies face in the 

cloud is the data breach. A breach is not limited to illegal hacking. The definition 

includes any unauthorized individual viewing protected information. Protected 

information includes health data, personal information, accounts, etc. Any access 

of this information, whether criminal or not, is a breach.  

Organizations are responsible for their data. If there is a breach in the cloud, the 

company may be liable for fines, etc. if there is a theft, stolen identity, or noncompliance.  

 

 

Identity Management 

Identity management determines which users and devices are allowed to access the 

network and the extent of this access. An identity management system will blend 

the supply chain, HR, and customer databases. There are different identity 

management applications which have different functions: 

 

• Single sign-on – This will limit the users’ sign-on numbers and uses  

• Centralized data – Automatically updates user accessibility 

• Logging software – Keeps logs to create reports that will determine whether there is hacking or 

inappropriate use 

Identity management is included by many different cloud providers, but others advise choosing third-

party identity management systems. 

 

 

Strategies 

Everything that we have addressed up to this point will help establish 

effective security strategies for cloud computing. It is a good idea to have a 

risk management specialist involved in developing strategies. 

 

Steps to Strategies: 

• Assess security risks and weaknesses 
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• Develop a plan that includes: 

o Security of cloud provider, including end-point 

o Authentication (Should be in compliance with CLU standards) 

o Encryption in the cloud 

o Malware detection used in the cloud 

• Develop security policies and procedures 

• Audit and review to ensure compliance 

The needs of each organization will determine which strategies are necessary. These strategies must be 

carefully monitored and altered as necessary.  

 

 

Practical Illustration 

Frank implemented the cloud in his consulting business with Claire. He took steps to 

make sure that the no one outside the company could access the servers by using 

strong encryption. The data in the cloud, however, is accessible to everyone in the 

company. He soon overhears some of the employees discuss the money that their 

clients spend along with their personal information. He discusses that matter with 

Claire, and she demands that the company keep careful data logs and limit the accessibility of specific 

data. Frank also issued a memo to employees outlining the confidentiality policies and explaining the 

new limitations to access.   
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Module Six: Review Questions 

1. What uses a single key? 

a) Encryption 

b) Symmetric 

c) Asymmetric 

d) All of the above 

2. How many key bits does the NIST recommend? 

a) 150 

b) 125 

c) 675 

d) 75 

3. What is blended in the identity management system? 

a) HR 

b) Supply chain 

c) Customer database 

d) All of the above 

4. What will logging software help identify? 

a) Hacking 

b) Inappropriate use 

c) A & B 

d) None of the above 

 
5. What is helpful for developing security strategies? 

a) Risk management specialist 

b) Identity management system 

c) Encryption 

d) None of the above 

6. What determines the necessary security strategies? 

a) Needs of organization 

b) Monitoring 

c) Relationship 

d) Software 
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7. Whose unauthorized viewing is a breach? 

a) Hacker 

b) Anyone 

c) Employee 

d) It depends on the circumstances 

8. Who is responsible for losses due to a data breach? 

a) Customers 

b) Hackers 

c) Employees 

d) The organization 

9. How did Frank protect the servers? 

a) He did not 

b) Data logs 

c) Encryption 

d) None of the above 

10. What did Claire demand? 

a) Data logs 

b) Encryption 

c) Audits 

d) Authentication 
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Module Seven: Device Management 

Device management covers both physical and mobile, or 

virtual, devices. The management is maintaining the 

different devices through various administrative tasks 

and tools. Tasks include software, configuration, and 

security. Effective device management requires a basic 

understanding of the different devices along with the 

benefits they provide. Knowledge of device management 

will result in better monitoring procedures.  

 

 

Devices that Can Connect 

Numerous devices can connect to the cloud. With the increased use 

of mobile devices, more companies are connecting them to the 

cloud. In fact, mobile device management or MDM is a main part of 

device management. Common mobile devices that connect to the 

cloud in business include: 

 

 

Laptops

Phones

Tablets

Notebooks

The personal computer can be a virtual 

device. 

Barry Lam 

 



 

Page 43 

There are other devices that can connect to the cloud. They are not commonly used in business, but 

some companies are expanding their devices to include watches, glasses, and other devices that benefit 

their organization. 

 

 

Desktops 

The automation of cloud computing benefits desktops used in businesses. The 

desktop files and applications are centralized in the cloud, which makes them 

accessible, but the information is not necessarily stored there.  

Software and apps can be automatically updated without relying on employees to 

keep up with them themselves. For example, Microsoft 365 allows you to schedule 

updates that can occur outside of peak times. These automatic updates improve security by keeping up-

to-date with virus software, web blocking, and critical event monitoring. IT; however, should manage 

desktops to ensure that they are operating correctly and updates are occurring as planned. Do not 

neglect desktops in your device management planning.  

 

 

Benefits 

There are many benefits to connecting multiple devices in the cloud. Common 

advantages include:  

 

 

• Offloading – Moving applications and tasks to the cloud improves performance. 

• Storage – The devices will be able to access large data without having to store it locally. 

• Security – Information is less secure in mobile devices than it typically is in the cloud. 

• Vendor Lock-in –Mobile devices accept platforms that were originally limited to local devices.  

These benefits work together to ensure that the data flows quickly and safely between devices while 

remaining accessible to employees. 
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Monitoring  

Device management requires careful monitoring of the different devices you 

connect to the business’s cloud system. Most experts recommend testing the 

different systems to see what works best for your company. 

There are different monitoring choices, depending on the cloud and methods used. 

Device management tools should be able to: 

• Connect devices to the cloud 

• Authenticate 

• Update devices 

• Monitor downloads/uploads 

• Locate devices 

• Lock devices 

• Wipe devices  

• Establish PINs 

The complication of monitoring devices comes with determining whether employees will be connecting 

personal devices to the business cloud. The risk of using employee devices is the lack of security for your 

information and the employees’ loss of privacy. There are different privacy laws and policies that govern 

device management. 

 

 

Practical Illustration 

Danielle and Grant were busy growing their business. Danielle was traveling more, 

making connections with vendors and finding potential new space for their design 

organization. She lived on her laptop and cell phone, but she downloaded 

information through emails because she and Grant were uncomfortable with the 

cloud. On one trip, her laptop and phone were stolen with her purse. These devices 

included the customer information as well as account information from the business. They were quickly 

hacked, and the loss was damaging to their business. Grant began to focus on damage control rather 

than expansion.   
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Module Seven: Review Questions 

1. What is the main part of device management? 

a) Analytics 

b) MDM 

c) Centralization 

d) Updates 

2. What are uncommon devices that companies use? 

a) Watches 

b) Glasses 

c) Phones 

d) A & B 

3. Where is information stored with desktop use? 

a) Computer drive 

b) Cloud 

c) External drive 

d) All of the above 

4. What is necessary to ensure updates occur on desktops? 

a) Service provider 

b) Employee cooperation 

c) Management 

d) Unknown 

 
5. What will improve performance by moving data to the cloud? 

a) Offloading 

b) Storage 

c) Security 

d) Vendor lock-in 

6. Where is data more secure? 

a) Everywhere 

b) Tablet 

c) Cell phone 

d) Cloud 
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7. What do experts recommend when choosing a monitoring system? 

a) Only use established brands 

b) Test first 

c) Choose one without encryption 

d) None of the above 

8. What is a risk of employees using their own devices? 

a) Privacy 

b) Authentication 

c) Security 

d) A & C 

 
9. How did Danielle get information to her devices? 

a) Download 

b) Apps 

c) Cloud 

d) She did not 

10. What information did the devices contain? 

a) Client information 

b) Account information 

c) Calendar 

d) A & B 
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Module Eight: Service Oriented Architecture 

Service Oriented Architecture (SOA) is a polarizing concept. Some 

people love it while other vilify the idea. Before using any SOA, it is 

important to understand its definition as well as the way it works 

within the cloud. When service oriented architecture is used 

correctly, it can provide significant benefits to the organization 

through the different services that it provides.  

 

 

 

Definition  

The term SOA is frequently used, but a precise definition is hard to find. Service 

oriented architecture is not a web service, but it does share some of the functions. 

SOA is particular architecture for software applications. The interfaces perform the 

processes but they are independent, and architecture of the infrastructure allows the 

communication between the interfaces without affecting them.   

The models for SOA are:

 

The needs of the business will determine which model is necessary for the application creation and use.  

Resource 
Oriented

Method 
Oriented

Event 
Driven

Each new situation requires new architecture.  

Jean Nouvel 
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With the Cloud 

SOA can make using the cloud much more effective for businesses, particularly through 

virtualization. Service oriented architecture will help the SaaS deploy while the cloud 

helps meet the needs of the architecture through the processing power. The 

combination of the two will help increase flexibility for the users and improve the 

connection between partners in the business. 

SOA governance is the virtualization that businesses use to manage business services. The structure of 

the SOA gives extra protection to the business using the cloud, that will help improve the security of the 

company. SOA is popular in banks, hospitals, and government agencies where data needs to be 

transferred and accessed securely. 

 

 

Services 

SOA provides two types of services to organizations: 

  

Business services develop business applications. These include customer service, shipping, inventory, 

etc. Infrastructure services develop the IT infrastructure. This includes event log-in, message transfer, 

and exception handling.  

 

• Enity

• Capability

• Activity

• Process

Business

• Communication

• Utility

• Saas Integration

• Authenitication Services

Infrastructure
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Benefits to the Business 

Service oriented architecture in the cloud can work together to provide many benefits 

to businesses: 

 

• Information flow improvement 

• Data translation 

• Internal software organization 

• Flexibility 

• Reusability 

• Reduced costs 

• Visibility 

• IT alignment with business 

These benefits will complement the benefits of the cloud and improve the business and IT architecture.  

 

 

Practical Illustration 

Michael was expanding his sales business. He already had an SOA to help connect his 

employees with applications, but the result was underwhelming. He needed to 

increase the connection and flexibility, so he contacted his friend, Hannah, to ask her 

advice. She recommended integrating the SOA within the cloud to improve the 

processing power of his organization. She had seen steady improvement when she 

integrated her SaaS and SOA. 
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Module Eight: Review Questions 

1. What is Not an SOA model? 

a) Resource oriented 

b) Event driven 

c) A & B 

d) Method oriented 

2. What is SOA architecture for? 

a) Cloud 

b) SaaS 

c) A & B 

d) Software apps 

3. What does the cloud provide SOA? 

a) Virtualization 

b) Metadata 

c) Processing power 

d) Architecture 

4. What does the SOA structure improve? 

a) Virtualization 

b) Price 

c) Security 

d) Unknown 

5. What is Not a business application? 

a) Customer service 

b) Event log-in 

c) Inventory 

d) Shipping 

6. What is Not included in IT infrastructure services? 

a) Event log-in 

b) Message transfer 

c) Inventory 

d) Exception handling 
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7. What does the SOA work with to benefit businesses? 

a) Cloud 

b) Nothing 

c) Hardware 

d) None of the above 

8. What will SOA and the cloud improve? 

a) Business 

b) Action 

c) Architecture 

d) A & C 

 
9. What did Michael need to improve? 

a) Connection 

b) Flexibility 

c) A & B 

d) None of the above 

10. What did Hannah integrate? 

a) SaaS 

b) Nothing 

c) SOA 

d) A & C 
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Module Nine: Business Processes  

The cloud, and cloud computing, has the potential to 

improve different business processes. One of the main 

benefits to business is the ability to scale applications in 

different ways. The cloud has also altered the function of 

web-based applications. A basic knowledge of these 

processes will guide you as you examine the predictions for 

the future of business processes in the cloud.   

 

 

 

Scale Applications 

The scaling of applications is one of the great benefits of cloud technology. This process 

requires the architecture components to be independent or service-oriented. There are 

different ways to scale in the cloud, including the database, XML, caching, etc. The most 

common scaling in the cloud is done through IaaS and is vertical or horizontal.  

 

Vertical / Scaling Up 

Typically used when there is Under-performance, vertical scaling works by adding the resources 

necessary to improve efficiency, similar to alterations in traditional IT. This can be done in the cloud 

through various actions, such as: 

• Choosing a larger server 

• Providing more threads 

• Improving cache 

• Increasing databases 

Making these changes in the cloud is more efficient and can easily be altered when necessary.  

  

Don’t make the process harder than it is.  

Jack Welch 
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Horizontal / Scaling Out 

Horizontal scaling moves outward by combining numerous resources as additions. Distributed 

architecture is necessary for this type of scaling to work in individual portions of the system 

architecture. Scaling can be done on the: 

• Product level  

• Technology component level 

• Service level 

 

 

Web-based 

Web-based applications are stored on off-site servers. These programs are easily 

accessible through the internet. Every cloud application is a web application, but web 

applications are not always cloud applications. Web applications have limited 

availability and scalability, but this increases with cloud applications.  

Web applications are individual, but cloud applications are standardized. Additionally, 

cloud applications have the ability to run on computer systems and servers, while basic web applications 

only run on web servers. In business, these applications include online banking, employee time, HR 

communications, automatic marketing, and many other benefits.   

 

 

Examples 

Business applications are available from different providers. There are many different 

business processes that these apps can improve. They cover processes such as IT, HR, 

marketing, finance, and operations. Human capital management and customer 

relationship management are two of application processes growing in popularity. One 

of the more popular business process management applications is Oracle.  Because the software 

automates so many different processes, larger organizations primarily choose it. 

Many companies help business create or edit apps that will serve their individual needs, such as Zoho 

Creator. KiSSFLOW is one company that is popular with smaller companies because it does not require 

the technical expertise to develop apps that other providers do. Before deciding, do your research 

carefully and consider what your company needs. Free trials will help determine if the applications will 

be successful. 
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Predictions 

Business process management has had, one of the higher growth rates of cloud 

services. The value these applications provide to business is undeniable. Gartner 

predicted that these business processing services will grow to $106 billion by 2024. 

More and more organizations are choosing to the cloud to develop business 

solutions according to the report. As business process applications improve and 

companies are able to develop apps that can benefit them best, they will become 

invaluable, commonplace tools.  

  

 

Practical Illustration 

Amy needed to make her company more efficient. Her IaaS system was 

underperforming and unable to keep up with the growth of new customers and data. 

The head of IT told her that the system was working as well as it could. The 

organization would require scaling to operate at the level she needed. She researched 

her options and decided that she would scale up. Her circumstances demanded that 

Amy chose a larger server for her needs. 
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Module Nine: Review Questions 

1. When is vertical scaling used? 

a) Under-performance 

b) New resources are added 

c) In distributed architecture 

d) All of the above 

2. What uses distributed architecture? 

a) Vertical scaling 

b) Horizontal scaling 

c) A & B 

d) None of the above 

3. What do web applications run on? 

a) Computer systems 

b) Web servers 

c) A & B 

d) None of the above 

4. What does the cloud increase in applications? 

a) Scalability 

b) Availability 

c) A & C 

d) None of the above 

 

5. What will help determine if a business process application is useful? 

a) Free trial 

b) Cost 

c) Rank 

d) Guarantees 

6. What is the advantage of creating apps? 

a) Less expensive 

b) None 

c) Increased purchases 

d) Meets individual needs 
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7. What is the projected growth for 2024? 

a) 25 billion 

b) 10 billion 

c) 20 billion 

d) 106 billion 

8. What will make business applications more desirable? 

a) Nothing 

b) Personalized apps 

c) Decreased cost 

d) B & C 

 
9. From the Practical Illustration what was Amy lacking? 

a) Production 

b) Nothing 

c) Efficiency 

d) Scalability 

10. How did Amy address the problem? 

a) Horizontal scalability 

b) Larger server 

c) More threads 

d) Unknown 
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Module Ten: Standards 

Cloud computing is most effective 

when standards are maintained. 

These standards are company, 

personal, and organizational. All 

standards should be turned into best 

practices to ensure the success. 

Understanding the different standards and practices will help you better manage the integration and the 

interoperability of the cloud.  

 

 

Best Practices 

The best practices that you instill will be based on the needs of your business. 

There are, however, a few different best practices that are beneficial for most 

businesses. These practices include the following: 

 

• Manage all data – The policies, infrastructure, and policies should include the cloud in all 

data management. 

• Begin with the infrastructure – Take the time to manage the current infrastructure before 

migrating to the cloud. Transfer these best practices to include data quality, metadata, 

master data, and varying data speeds. 

• Pay attention to data integration – Use tools that support the management and integration 

of protocols and interfaces.  

• Governance – Assess and review all of the data usage for efficacy and security.  

 

 

People mistake their limitations for high 

standards. 

Jean Toomer 
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Organizational Standards 

Different cloud-related organizations provide their individual standards, 

although few are specific. The most common are the IEEE Standards 

Organization, International Telecommunications Union, and the National 

Institute of Standards and Technology. We will only explore two. 

 

IEEE Standards 

This is an organization devoted to the development of global technology. Their standards are a 

consensus based on the ideas of members from 160 nations. The IEEE has standards related to: 

• Wired / wireless communication 

• Aerospace 

• Antenna 

• Batteries 

• Computer Technology 

• Consumer electronics 

• Green technology 

• Instrumentation and measurement 

• Software and systems 

These are just some of the standard subjects. Their standards are constantly changing, and the some are 

currently being assessed.  

 
NIST 

The NIST was originally a physical science laboratory in 1901. It is now connected to the Department of 

Commerce, which develops standards for science and technology. Like the IEEE, standards are 

constantly being assessed and updated. There is a Cloud Computing Standards Roadmap available 

through the website, but the standards are subject to change.  

Companies should implement organizational standards into their own. 
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Standards in the Cloud 

There are several different standards that platforms should maintain in the cloud. These 

standards include: 

 

• Security – This includes physical, network, application, internal, backups, and third-party 

certification 

• Transparency – The service is accurate and in real time 

• Architecture – The architecture provides efficient service and performs consistently 

• Scalability – The system will be able to scale to subscribers, meet demands, provide security, 

and respond quickly 

• Data Backup – Backups are created as close to real time as possible and take place in multiple 

levels 

• Infrastructure – The supporting facilities are reliable and provide high availability 

 

 

Interoperability and Integration  

Interoperability means that the different cloud systems are able to understand 

the configurations, interfaces, forms of data, and authentication and formats 

in a way that allows them to cooperate with each other. IaaS services typically 

provide better interoperability. The purpose is to link the customer, cloud, and 

server.  

Integration between different applications will help improve interoperability, particularly if SOA is not 

fully leveraged. There are three main types of integration: 

• Process – One application evokes another application to execute a process 

• Presentation – A dashboard presents multiple applications at the same time 

• Data – The data is shared between different applications. The term can also apply to 

applications that connect from the output to the next application’s input 

There are few clear standards for integration and interoperability, and most are IaaS related. For 

example, the Cloud Data Management Interface defines standards for functional interfaces. The Cloud 

Management for Platforms provides standards for deploying applications.  
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Practical Illustration 

Tim implemented the cloud in his small printing company. He enjoyed many of the benefits, 

such as easy payment methods for customers. Unfortunately, some of his employees were a 

little confused about their role in using the cloud, and complications developed. Tim 

complained to his friend, Sarah. She asked him about best practices and policies, and he 

admitted that he did not have any. He simply expected employees to use the software 

responsibly. Sarah advised that he include the cloud in his best practices. Tim began by addressing the 

issue of governance.  
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Module Ten: Review Questions 

1. Where should best practices begin? 

a) Integration 

b) Data management 

c) Infrastructure 

d) None of the above 

2. What does governance review for? 

a) Efficacy 

b) Protocols 

c) Security 

d) A & C 

3. How many nations members are in the IEEE? 

a) 127 

b) 160 

c) 96 

d) 75 

4. What is true of standards? 

a) They constantly change 

b) Nothing 

c) They are static 

d) They are universal 

 
5. What will scalability do? 

a) Meet demands 

b) Provide Security 

c) Respond quickly 

d) All of the above 

6. What is Not included in scalability? 

a) Governance 

b) Third party certification 

c) Applications 

d) Networks 
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7. What typically provides better interoperability? 

a) PaaS 

b) SaaS 

c) IaaS 

d) All of the above 

8. What is included in integration? 

a) Process 

b) Presentation 

c) Data 

d) All of the above 

 

9. Where did Tim begin his best practices? 

a) Infrastructure 

b) Integration 

c) Governance 

d) Unknown 

10. What benefit did Tim enjoy from the cloud? 

a) HR planning  

b) Easy payment 

c) Unknown 

d) Marketing 
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Module Eleven: Monitoring  

Cloud computing is like any other business tool. There is no way to 

be successful without careful monitoring. With the cloud, you will 

need to begin with governance. Monitoring will also require the use 

of measurements to determine what is and is not working. It is also a 

good idea to carefully assess how your business is functioning after 

implementing the cloud in your organization.  

 

 

 

 

Governance 

The purpose of cloud governance is that it operates in a way that establishes 

policies and principles that keep the rights, benefits, risks, values, and resources 

of the business in balance. Governance requires a governing body that 

determines standards. This body can be the business governance body, but it 

does need to include people who understand the cloud and how it operates. 

When creating governance standards, consider specific criteria: 

• It should be influenced by the governance of the business  

• Address IT 

• Not be limited to a single field 

• Make it in alignment with existing standards 

The cloud governance includes SOA governance and covers the following domains: 

• Process Execution 

• Process Controls 

• IT Governance 

• EA Governance 

• Business Governance 

The single most important sales metric for sales managers 

is the velocity of conversion through the funnel stages. 

Jaime Muirehead 

 

We are constantly monitoring and updating our 

sites. 

Gary King 

 



 

Page 64 

IT governance and EA governance align with each other within the cloud. The IT governance focuses on 

the framework and optimization of resources. The EA governance is focused on the architecture of the 

system.  

 

 

Measure Performance 

The performance of the cloud needs to be measured carefully. There are 

different measurements that you can focus on depending on the needs of your 

company. Most organizations, however, include the following topics in their 

measurement goals.  

 

Common Measurements: 

• What percentage of applications are being monitored? 

• SLA reach the performance goals 

• Time for an application to deploy (Average) 

• Time for services or products to be delivered (Average) 

• The percentage of traffic that is not encrypted 

• The percentage of managed devices 

• Time to reach a node (Average) 

These measurements address security, reliability, and speed of the cloud computing system.  

  

 

Methods of Measurement 

Measuring the cloud requires key performance indicators that are important to 

your business. These will be individual, but they can include the project 

completion, budget, uptime, etc. The metrics should be compared to your goals 

to determine effectiveness.  

The monitoring services that you use need to measure these metrics. These can come with the cloud 

system or be a third-party service. Additionally, internal methods of measurement will help you stay on 

top of the goals and actions. The peak traffic, response time, loading time, etc. should be easy to 

measure. Besides monitoring systems, customer feedback, surveys, and reports will all help you 

measure and compare your KPIs with your goals. 
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Monitor Services 

There are many methods of monitoring services for the cloud. Most service providers 

will provide tools that assist in measuring the different metrics for you, i.e., 

dashboards. Dashboards allow you to compare your actions with your goals. Services 

that provide measured performance will easily provide tracking statistics.  

There are also outside organizations available that will help you monitor the cloud services. Some of 

these can be more thorough than the basic dashboard monitoring services. Outside monitoring services 

typically do charge, so carefully investigate the potential ROI before choosing one. The benefit of 

outside help is the amount of time you can save. When hybrid clouds are used, an internal monitoring 

system will also be necessary.  

  

 

Practical Illustration 

James was ambivalent about the cloud in his pet grooming business. He could 

not really see how the applications were affecting the bottom line. Sales and 

customer satisfaction had improved, but they were already trending up 

anyway. He needed to determine if the cloud was worth the cost. He 

contacted Dolly, a peer with a bakery nearby who had recommended the software. Dolly asked if he had 

been monitoring the cloud performance with the tools provided or if he had used any other reports to 

measure success. James had not taken the time to monitor the cloud regularly. He decided to take the 

next month to monitor before making any final decisions. 
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Module Eleven: Review Questions 

1. What is necessary to include in your governance body? 

a) Goals 

b) Specific KPIs 

c) People who understand the cloud 

d) Anyone 

2. What does EA governance cover? 

a) Framework 

b) Architecture 

c) Optimization 

d) Alignment 

3. What will determine measurement? 

a) Profit margin 

b) Sales 

c) Reports 

d) Company needs 

4. What should performance measurements address? 

a) Security 

b) Speed 

c) Reliability 

d) All of the above 

 
5. What should you compare with metrics? 

a) KPIs 

b) Goals 

c) A & B 

d) None of the above 

6. What will help measure KPIs? 

a) Surveys 

b) Systems 

c) Reports 

d) All of the above 
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7. How do outside monitoring systems benefit companies? 

a) Save time 

b) Save money 

c) It does not 

d) Identify strengths 

8. What should be monitored when using outside monitoring services? 

a) KPIs 

b) Goals 

c) ROI 

d) None of the above 

9. From the Practical Illustration what had improved? 

a) Sales 

b) Customer service 

c) A & B 

d) None of the above 

10. What had James failed to do? 

a) Install cloud 

b) Monitor cloud 

c) Monitor sales 

d) Unknown 
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Module Twelve: Wrapping Up 

Although this workshop is coming to a close, we hope that your 

journey to learn about the role of the cloud in business is just 

beginning. Please take a moment to review and update your Action 

Plan. This will be a key tool to guide your progress in the days, 

weeks, months, and years to come. We wish you the best of luck on 

the rest of your travels!  

 

 

 

 

Words from the Wise 

• Mark Benioff: If someone asks me what cloud computing is, I try not to get bogged down with 

definitions. I tell them that, simply put, cloud computing is a better way to run your business. 

• Steve Jobs: I don’t need a hard disk in my computer if I can get to the server faster… carrying 

around these non-connected computers is byzantine by comparison. 

• Vivek Kundra: Cloud computing is often far more secure than traditional computing, because 

companies like Google and Amazon can attract and retain cyber-security personnel of a higher 

quality than many governmental agencies. 

• Brad Jefferson: Cloud computing is really a no-brainer for any start-up because it allows you to 

test your business plan very quickly for little money. Every start-up, or even a division within a 

company that has an idea for something new, should be figuring out how to use cloud 

computing in its plan.  

 

Review of Parking Lot 

Review the items on the parking lot. Some items may need one-on-one participant follow up. You may 

be able to clear other items up now. Follow-up workshops may even be appropriate. 

It is not the mountain we conquer but 

ourselves.  

Sir Edmund Hillary 
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Lessons Learned 

• Understand what the cloud is  

• Recognize risks and benefits   

• Communicate effectively 

• Employ business processes 

• Monitor performance 
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Appendix 

Worksheet 1 

Uses 

 

In which ways do you already use the cloud? 

___________________________________________________________________ 

___________________________________________________________________ 

___________________________________________________________________ 

___________________________________________________________________ 

 

 

 

Are there other ways you might want to use the cloud? 

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________ 
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Worksheet 2 

SaaS 

Below, list different types of SaaS you have used in the past and which one would benefit your 

organization. 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 3 

Labor 

Estimate how much you spend on IT-related labor. 

____________________________________ 

Brainstorm the tasks that your IT does that is related to data centers and storage. 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 4 

Matrix 

 

Place some of your risks in the matrix below.  

 

Risks Low 1 – 
Acceptable 

Medium 2 – 
Reasonable  

High 3 – Not 
typically 
acceptable  

Severe 4 – 
Not 
acceptable  

Unlikely –
Improbable  

Low Medium Medium High 

Possible – 
Could occur 

Low Medium High Severe 

Probable – Will 
occur  

Medium High High Severe 

 

 

 

  

Li
ke

lih
o

o
d

 

Severity 



 

Page 74 

Worksheet 5 

Breaches 

Consider the main breach risks in your organization. 

 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

• _________________________________________________ 

Notes: 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 6 

Devices 

Make a list of devices that you currently use. Are there any devices your company should add to the 

cloud? List these other devices below the current ones and why you think they should be added. 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 7 

Benefits 

Take a moment to consider the different benefits. How would each one improve your organization? 

 

• Offloading  

 

__________________________________________________________________________________ 

 

• Storage  

 

__________________________________________________________________________________ 

 

• Security  

 

__________________________________________________________________________________ 

 

• Vendor Lock-in  

 

__________________________________________________________________________________ 

 

 

NOTES 

_______________________________________________________________________ 

_______________________________________________________________________ 

_______________________________________________________________________ 
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Worksheet 8 

Definition 

Write a definition of SOA in your own words.   

 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 9 

Applications 

Below, list the web or cloud-based applications you currently use in your business.  

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

Are there any applications you would like to add? 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 10 

Business Processes 

Below, list the main processes in your business. 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

How would cloud applications help these processes? 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Worksheet 11 

Governance 

Who would you include in your cloud governance? Make a list below. 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 
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Post-Assessment 

1. What is true of trends?   

a) They are consistent 

b) They change 

c) They can be ignored 

d) All of the above 

2. What is the leading cloud service? 

a) Amazon 

b) AWS 

c) A & B 

d) None of the above 

 

3. What does the IaaS include? 

 

a) Hardware 

b) Software 

c) Storage 

d) All of the above 

4. What is an example of Security as a Service? 

a) AWS 

b) Virus software 

c) Apprenda 

d) Unknown 

 
5. What aspect of the cloud helps companies change with the market?  

 

a) Adaptability 

b) Connection 

c) Reliability 

d) A & C 

6. How does the cloud benefit small businesses that do not specialize in IT? 

a) Cost 

b) It does not 

c) Scalability 

d) Simplicity of use 
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7. What level of control must be determined for an assessment? 

 

a) Passwords 

b) Security 

c) Role-based access 

d) All of the above 

8. What will improve employee buy-in? 

a) Control 

b) Focus on success 

c) Information 

d) All of the above 

 
9. What determines the necessary security strategies? 

 

a) Needs of organization 

b) Monitoring 

c) Relationship 

d) Software 

10. Whose unauthorized viewing is a breach? 

a) Hacker 

b) Anyone 

c) Employee 

d) It depends on the circumstances 

 

11. Where is data more secure? 

 

a) Everywhere 

b) Tablet 

c) Cell phone 

d) Cloud 

12. What do experts recommend when choosing a monitoring system? 

a) Only use established brands 

b) Test first 

c) Choose one without encryption 

d) None of the above 
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13. What is Not included in IT infrastructure services? 

 

a) Event log-in 

b) Message transfer 

c) Inventory 

d) Exception handling 

14. What does the SOA work with to benefit businesses? 

a) Cloud 

b) Nothing 

c) Hardware 

d) None of the above 

 

15. What will help determine if a business process application is useful? 

 

a) Free trial 

b) Cost 

c) Rank 

d) Guarantees 

16. What is the advantage of creating apps? 

a) Less expensive 

b) None 

c) Increased purchases 

d) Meets individual needs 

 
17. What typically provides better interoperability? 

 

a) PaaS 

b) SaaS 

c) IaaS 

d) All of the above 

18. What is included in integration? 

a) Process 

b) Presentation 

c) Data 

d) All of the above 
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19. What will help measure KPIs? 

 

a) Surveys 

b) Systems 

c) Reports 

d) All of the above 

20. How do outside monitoring systems benefit companies? 

a) Save time 

b) Save money 

c) It does not 

d) Identify strengths 
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